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EDITORIAL

More than 90 per cent of worldwide cybercrime is based on personal 
identity information (PII) for phishing campaigns. Criminals see the 
cloud as a target rich environment for PII. They develop tools to by-
pass security precautions like multi-factor authentication (MFA) and 
personal key encryption (PKE). They focus social engineering efforts 
on the handful of cloud suppliers that dominate the market.

Securing that information is paramount for users and providers of 
the service. That is easier said than done. 

In mid-March the identities of hundreds of special forces soldiers in 
the United Kingdom were inadvertently leaked by a clerk in the Royal 
Marines and almost immediately spread around the world on 
WhatsApp messages. This was not a hack of the servers but a simple 
error in judgement.

A week later it was reported that Okta, an identity-management- as-
a-service company, discovered a security breach in its own network 
as the result an in sufficient information from a their-party supplier. 
Again, this was not a hack, but a failure to manage one of hundreds 
of interactions from other sources.

In both cases, criminals were just waiting for someone in the cloud 
data supply chain to make a mistake.

EVERY ELEMENT OF SECURITY IS ESSENTIAL

“Even the best security profile cannot totally prevent breaches be-
cause the IT infrastructure, when taken as a whole, cannot be made 
impervious to determined attackers,” according to Steve Good-
barn co-founder and chairman of Secure64 Software Corporation. 
“Every element of security may be essential but each component is 
by itself inadequate.”

In a recent article in VentureBeat, Vishal 
Salvi, chief information security officer 
and head of cybersecurity at Infosys, said 
security tech nology is important, but so is 
embedding security into every process of 
the business, especially as companies 
consider entering the Metaverse. 

“With organizations looking to jump on 
the metaverse bandwagon to offer an ‘out 
of the world’ experience, secure-by-de-
sign needs to extend beyond the gates of 
the enterprise,” he explained. “With most 

corporations acting as key nodes in the Metaverse, security needs to 
be embedded into contracts with hosting entities.”

This is why Cyber Protection Magazine has published this special is-
sue on cloud security. Fixing the problem is impossible, but address-
ing it is relatively simple. We’ve gathered several experts and service 
providers to help you find answers.
➔   A report from Christoph Nagy of SecurityBridge says on Page 18, 

part of the solution is recognizing that security is not a project, but 
a program and needs to be budgeted accordingly. 

➔   BLST Security addresses the problem of broken logic in your  
business processes that appear as catnip to cybercriminals on 
page 20.

➔   Securing user access is a multi-pronged effort that can be difficult 
to manage, but IS Decisions provides a road map on Page 16.

The articles and links contained within do not constitute endorse-
ment of the companies but offer a fairly comprehensive framework 
for securing your cloud presence in the current environment and it 
comes none too soon. Governments around the world are pushing 
legislation through to mandate security minimums for cloud securi-
ty. Companies that aren’t proactive in their pursuit of those mini-
mums will be scrambling at least as hard as IT teams were last Christ-
mas over the Log4J vulnerability.

Forewarned is forearmed.

Lou Covey
Editor

Dear Reader
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Cyber Protection Magazine: Alex, with your latest test specifica-
tion TS 103 701 and the underlying standard EN 603 345, your 
objective was to create something which is comparable to the 
CE standards, which we have in Europe for the safety of consum-
er products. This new standard, is that something like a CE label 
for security for technical IoT and smart home devices?
Alex Leadbeater: It can be. But I think it’s worth setting in context. 
ETSI produces standards, but is not a certification authority. We 
produce advice, guidance, recommendation, European norms, all 
sorts of good stuff. However, whereas the CE markings are a full 
accredited scheme, EN 303 645 is for third party organizations, like 

It’s not exactly a secret that quite a few devices within the Internet of 
Things are insecure. Probably the best known example of this was 
the Mirai Botnet, which literally broke the internet by using connect-
ed consumer devices. One of the things that was missing to prevent 
these sort of attacks is a security standard for IoT devices. 

The European Telecommunications Standards Institute, better 
known by their abbreviation ETSI, has created a cybersecurity stan-
dard which is aimed at those connected devices. Cyber Protection 
Magazin spoke with the Chair of their Technical Committee on Cy-
bersecurity, Alex Leadbeater, about the new standard. 

“A significant number of attacks  
on IoT could have been stopped.” 

ALEX LEADBEATER, ETSI

The Security Standard  
to Rule Them All

Interview with ETSI’s Chair of Cybersecurity about their IoT-Security standard

AUTHOR: PATRICK BOCH  .  PHOTO: ZAN
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nals would have just tried a bit harder. But the basic low level attacks 
that we’ve seen indiscriminately on IoT would have been entirely 
stopped by those three alone. The remaining ten then cover topics 
like data security, software integrity for updates and the life cycle of 
personal data. 

Now, if you actually were to go and speak to a manufacturer and say, 
well, here’s one of the 13 provisions, does your product comply with 
that? Or if you’ve had a data protection breach and one of the mem-
ber states asks, why have you not complied with this? Why have you 
not solved this problem? You’d struggle to justify why you haven’t 
met those criteria.

None of those requirements are particularly onerous. None of them 
are particularly earth shattering. And indeed, if you were to look 
across the ICT sector, for example, Microsoft based products or An-
droid based products, most of those products long since covered all 
these sorts of vulnerabilities years ago. These were the sorts of vul-
nerabilities we were talking about when Windows 95 appeared on 
the scene. They are nothing new. However, a lot of IoT security very 
much rolls the clock back on cybersecurity protection. So, the EN 
standard is setting up a baseline. It’s not intended to protect devices 
in nuclear power stations. That said, if we get to a point where all of 
the products in the market meet all 13 provisions and all of the re-
quirements that distill from that, then we will likely look to raise the 
bar further.

So it’s very much about setting a bar that is achievable and sort of 
attainable for manufacturers. If you look at the market today, there 
are clearly some products that will get close to all 13 and indeed 
there are some products that have been certified to meet the EN via 
certain certification schemes. There are good products on the mar-

national bodies, the European test labs or other trade associations 
to set that certification up. But if we look at the bigger picture then 
it is likely that EN 603 645 will end up being something very close to 
the CE marking. 

And what does the new the standard actually entail? In a nut-
shell, what are the main requirements for someone who wants 
to follow the directive?
Again a little bit of a context on the EN. A number of European gov-
ernments and others have identified some interesting weaknesses in 
a lot of IoT security products, both in Europe and globally. That has 
driven, shall we say, a certain amount of excitement, while the pho-
tos of certain brands of cars upside down in ditches and certain 
child’s dolls with really crap security have drawn headlines. The EN is 
a product of some work in the UK and indeed also with BSI in Germa-
ny to try and raise the bar on cybersecurity across the board. And it 
focuses on 13 key simple areas. Those 13 map into around about 100 
provisions, some of which are mandatory, some of which are strong-
ly recommended. And from a GDPR perspective, nearly all of them 
you would expect to have to do, except if your product doesn’t have 
certain features. Let’s look at the top three examples:

➔  no universal default passwords, 
➔  implementing a means to report vulnerabilities 
➔  keep software up to date. 

Now, if we take those three and then look at things like the Mirai bot-
nets and a significant number of the other ransomware attacks or 
malware attacks on IoT devices over the last 5 to 10 years. Had every 
single product on the marketplace complied with those basic three, 
then none of those attacks would have happened. Now, that’s not to 
say other attacks wouldn’t have happened, because the cybercrimi-

“IoT Security 
rolls the clock 
back on cyber 
protection”
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scheme is really, really rubbish. There is no other way of stating that 
or glossing over it. 20% shows that the industry as a whole is really 
not trying. Now, clearly, a number of the Chinese manufacturers are 
going to fall into that 80%, but in reality, a lot of European manufac-
turers don’t have a CVD either. The big ones, like Siemens or Bosch 
for example, will have CVD capabilities. However, a lot of reasonably 
sized European companies don’t, and most of the SMEs won’t either. 
We have quite a large hill to climb in this. At the rate of improvement, 
we would probably be looking at another 10 to 20 years before we 

got to 80% or 90%, let alone 100%. 

Lots of companies don’t have the 
scale or the manpower or the exper-
tise to deal with that sort of aspect. 
Therefore, the ETSI document is very 
much an introduction to them in 
terms of what their processes need 
to be.

To name a few examples, take hav-
ing a point of contact. Having a form 
on the front page of your website is 
great, but you need to have the 
means to actually then take that vul-

nerability in, consume it within your organization and have the pro-
cesses in place to get the products updated, especially if you’ve got a 
multi vendor supply chain. If you’re not producing the product your-
self, you’re buying in subcomponents or software, then that process 
needs to extend to your supply chain and then you need various oth-
er processes to get the products updated. The organizations need 
that process, and they also need to have a responsibility to accept 
that their products may not be perfect. They need to stand up and 
say: “if there is a vulnerability, we’ll try and fix it”. All of that requires a 
cultural ethos in those organizations. 

ket and there are responsible manufacturers. However, a good 50 or 
60% of the devices don’t get anywhere near at least half of those, let 
alone all of them. To take the example of default passwords: quite a 
few device still come out of the box with the default admin password 
in 2022. That’s really not good enough. 

Actually, that surprises me. Well, it doesn’t really surprise me 
that default password is the one requirement that most do not 
meet. But I would have thought that the having a channel for a 
vulnerability would be a more 
common failure, especially if you 
look at no name manufacturers 
from China. Or is it more like that 
they claim they have a channel, 
but in reality no one ever picks up 
the phone?
We’ll come to the CVD (Coordinated 
Vulnerability Disclosure) in a second 
because it’s probably the largest gap, 
but it’s not the largest impact. Hav-
ing default passwords is by far the 
largest impact because the amount 
of effort required to exploit it is mini-
mal and the number of devices that 
have those default passwords is massive. Hence, on scale it is by far 
and away the most risky of the set. However, in terms of the number 
of devices by manufacturer rather than sheer scale of numbers, then 
the missing CVD ends up as being a different sort of highest risk. 

When we first started working on the EN, research told us that around 
8% of manufacturers in the IoT market back in 2018, 2019 had a CVD 
scheme. As of late 2021, that number sits at about 20%. Now if you 
think about that in numeric terms, actually a 300% increase or there-
abouts is actually really, really good. However, when you look at it in 
absolute number terms, only 20% of the market having a CVD 

The number of IoT Devices will increase exponentially. Source: IoT Analytics  

“The industry as 
a whole is really 

not trying”
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Nevertheless, on the whole there is a lack of awareness in the space 
and that extends into the consumers. Clearly for consumers today, 
money is tight, so they are clearly pressured to buy the cheapest de-
vice they can get. That said, if you look at the number of consumers 
in the market who aspire and indeed buy iPhones shows that people 
will pay for quality products. Therefore the challenge is not necessar-
ily the price. The challenge is causing people to think about the cy-
bersecurity of the product they’re buying. That is probably the bigger 
barrier to adoption rather than the absolute cost. 

The other thing that would obviously help would be to have the 
equivalent of a traffic light sticker or something on the back, but 
there isn’t a plan in Europe currently. As much as I’d love to see the 
ETSI logo on the back of every product, trying to get the consumer to 
understand and look at the back of the box and do so in a way that 
they can easily understand “This is a good cyber security product”, 
that’s a really difficult nut to crack. And at the moment, there doesn’t 
seem to be much of a political drive to do that. 

Now, wouldn’t it be a possibility, to take the Smart home mar-
ket, for example the new “Matter” standard organization and 
tell them: “How about you only certify those devices which also 
can prove that they are secure according to the standard”?
Yes, absolutely. For example DCMS in the UK and BSI in Germany are 
driving a lot of that engagement and I believe they have had some 
conversations with the Matter organization. And there is a push to try 
and align certification schemes, but it requires a certain political will 
to try and encourage those. 

You mentioned earlier that companies who need IoT devices in 
their operations will probably ask a supplier, a vendor, why are 
you not more compliant or following the standard? And those 
suppliers will probably have to comply at some point at the 
time, because the buyers are also aware of the cybersecurity is-
sues and they don’t want to buy something insecure. But what 
about the consumer part? Because if a consumer has the choice 
between a device which might not be so secure, but it’s €5 
cheaper, they’ll go for the €5 cheaper device, and don’t really 
care about the security.
You seem to have, shall we say, rather more faith in the purchasing 
departments of large enterprises than perhaps I do from my experi-
ence in the security department. I’m rather more skeptical. But if they 
were asking those due diligence questions, I think they’d be far less 
security issues on the European market than there are. 

But extending that out to the consumer, and I think the same applies 
to the buyers in the enterprises, it’s a lack of awareness as to what 
they should be looking for. The EN is the first real baseline standard 
intended as a European baseline for this. Obviously some organiza-
tions are well aware of its existence. We had a lot of great companies 
involved in the creation of it and the word is getting out, and there are 
a number of consumer organizations are very much taking it to heart. 

Search Engine Shodan.io shows connected devices. 
Source: Cyber Protection Magazine

“If there is a  
vulnerability, we’ll  
try and fix it” 

“The EN is the  
first real baseline 
standard”
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plicable. Take the example of best practice cryptography. The defini-
tion of best practice cryptography for an industrial process that is 
needing to withstand nation state actor attack versus a child’s doll in 
a home is not much different. An industrial device is higher grade 
than the consumer device, but the actual requirement for best prac-
tice cryptography is identical. The requirement for keeping your soft-
ware up to date is identical. Now, that may be more difficult to do in 
an industrial process because, for example, you can’t necessarily 
take the devices offline. But you could apply the EN to industrial pro-
cesses as well. The only difference is that your benchmark in terms of 
what is best practice cryptography, again as an example, differs, but 
they’re not massively different. 

The other thing with consumer devices, as I said, is that most of them 
were always intended to be network connected. Interesting for the 
industry devices is that a lot of the processes that seem to be coming 
under fire are things that have effectively been retrospectively con-
nected. In other words, they were legacy equipment that wasn’t In-
ternet connected that all of a sudden somebody wants to make 

smart. There’s a different set of risks 
and threats in play there. It’s quite a 
complex landscape. 

In a lot of industrial sectors, though, 
there are already cybersecurity stan-
dards in place. For example, the au-
tomotive industry, after that particu-

lar incident with the car ending up in a ditch after the Bluetooth 
interface was hacked, did improve its ideas. So there are some sector 
specific standards relating to safety and medical and similar, that 
have introduced certain cybersecurity requirements. Hence, there 
are little sort of islands of security but what there isn’t, is a more ge-
neric form. The EN can have a role to play in that.  

Let’s move from smart home over to IoT, especially with the war 
in Ukraine going on. What would you say is the situation today in 
the industrial environment and what might it be going to be in 
the future? What is the state of security, is adoption accelerating 
because of the war?
Obviously, there have been a number of coincidental timing failures 
of systems in Europe. I mean, the British Airways website going down 
just happened miraculously hours after an airspace ban was given to 
the Russians and Aeroflot. Clearly, it was obviously just a fluke failure 
of the right system, as they publicly stated. But you can clearly draw 
on your own conclusions as a cybersecurity professional, that coinci-
dental timing looks remarkably like somebody’s given that a bit of 
encouragement. So clearly there is a rising threat. What’s interesting 
is the difference between the enterprise or the industrial and the con-
sumer landscape. Clearly defending a nuclear power station from 
cyber attack is more critical than defending an individual smart ther-
mostat. 

What’s also interesting, however, is that most consumer devices are 
obviously designed to be on the Internet, whereas industrial devices 
generally aren’t. Consumer devices have personal data on them, in-
dustrial devices generally don’t. In-
dustrial devices are very often more 
sensor based rather than require full 
interaction. 

So in a lot of ways, the industrial de-
vices may well be simpler to secure in 
some circumstances. Clearly, if that’s 
a connected car, then that’s a seriously complicated, and securing that 
is more complicated. And it introduces a safety critical risk that a stan-
dard smartwatch or a thermostat in the home doesn’t have. 

But while industrial IoT has different and substantially higher require-
ments, actually the EN, though written for consumers, is equally ap-

The Mirai Botnet infected the Internet worldwide. Source: MalwareTech

“Clearly there is a 
rising threat”
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two deaths to cyber attacks in critical infrastructure, though those 
who died likely weren’t targeted.

Some attacks, like the one on a water treatment plant in Oldsmar, 
Florida, are quickly thwarted. The attacker briefly pumped up sodi-
um hydroxide, the main ingredient in liquid drain cleaners, from 100 
parts per million to 11,100 parts per million into the water supply. 
That control was undone almost immediately and the public was 

Bleeding revenue due to traditional ransomware is far from ideal, but 
with critical infrastructure attacks like Colonial Pipeline, JBS Foods, 
and the smart gas stations in Iran, lives are on the line and concepts 
like ransomware as a service and exploit as a service make those at-
tacks even more dangerous.

Gartner predicts that by 2025, attackers will weaponize operational 
technology (OT) to harm or kill humans. Lawsuits already attribute 

5 Tips for Industrial  
IoT Security to Defend 
Against Cyberattacks
The next wave of powerful cyber attacks goes far beyond ransomware, like the group in 
Cuba that hit 49 critical infrastructure organizations. Ransomware is giving way to the even 
higher stakes of killware for critical infrastructure. Hits on the industrial IoT devices that are 
deployed in critical infrastructures, especially nation-state attacks, are becoming less about 
money and more about control and causing as much damage as possible.
AUTHOR: MICHAEL YEHOSHUA  .  PHOTO: CRYSTAL KWOK
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4 Take cybersecurity education seriously

Human error, like clicking a link in a phishing scam, is 
a huge threat to cybersecurity. According to the Forti-
net study, 42% of respondents experienced insider 
breaches, up from 18% last year. Run breach and at-

tack simulations (BAS) to get a realistic sense of your biggest risks 
and educate employees on better protocols. BAS is among the list of 
top security and risk trends that Gartner is watching.

5 Test your backups

It’s not enough to have backups. You need to test 
them to make sure they actually give your organiza-
tion a proper starting point if an attack requires you to 
restore systems and device configurations.

There was once importance placed on “air-gapped” backups, mean-
ing they weren’t connected directly to the internet, but that’s just a 
myth in today’s landscape. There is always a way to breach and infect 
backups by making an on-premise connection to the system, so 
nothing is truly “air-gapped.”

THE FUTURE OF CRITICAL INFRASTRUCTURE

Critical infrastructure was already behind other sectors in security 
measures because, unlike private companies that were more likely to 
invest, public utilities largely treated security as an afterthought. With 
attackers’ motives changing to now broadly control victims’ net-
works and industrial IoT devices and wreak havoc from there, ICS is 
starting to look like an easy and impactful target.

There are regulations aimed at helping the cause, but regulations are 
like seat belts: They won’t prevent a car crash, they only offer protec-
tion when one occurs. Taking proactive measures like the ones listed 
above goes beyond regulations and will put you in much better 
standing against threats to the Industrial IoT devices organizations 
rely on every day. 

never at risk in this case, but it’s a cheap lesson at just how behind 
critical infrastructure can be in its cybersecurity posture.

According to Fortinet’s 2021 State of Operational Technology and Cy-
bersecurity Report, 90% of organizations experienced at least one 
intrusion in the past year and 63% had three or more intrusions.
Here are a few tips so that your organization can avoid being the next 
target.

1 Get full visibility into your network

You don’t know what to protect if you don’t have a full 
picture of what’s on your network. Many organizations 
think they do but aren’t accounting for everything. In-
dustrial Internet of Things (IoT) devices are attractive 

targets, but most of the companies that utilize them aren’t aware of 
what’s inside them.
If you don’t know how many doors your house has, you can’t be sure 
you’ve locked them all. The same applies to securing your network. 
The first step is a comprehensive audit.

2 Patch your vulnerabilities

Once you know what’s on your network, the next step 
is to find out how safe those resources or devices are. 
If there are vulnerabilities and security risks that leave 
doors open, be sure to patch those devices so that you 

can be as secure as possible. In some cases, you may not be able to 
patch, but our next step is a good way to at least keep that vulnerabil-
ity isolated.

3 Segment your network

Finding vulnerabilities can be a difficult task, so many 
attackers have gone after credentials and permissions 
instead. If your network is flat, any open door gives an 
attacker free reign. Once an attacker is in, they can 

move laterally and access other resources. During the height of the 
pandemic, remote access attacks skyrocketed as so many people 
were forced to work outside the office.

If you segment your network, the attacker is limited to one room rath-
er than the entire house. Few credentials should be able to unlock 
every segment, which will help restrict attackers even more. While 
security measures like multi-factor authentication have increased to 
change the perimeter, segmenting your network is still a smart play 
in case of an attack.

MICHAEL YEHOSHUA
Michael, VP Global Marketing at SCADAfence, 
brings 15 years of marketing creativity and 
out-of-the-box thinking to SCADAfence. Before 
joining the team, Michael was the Director of 
Marketing at TrapX Security, where he was 
famous for thought leadership and for turning a 
small, declining startup into a successful, 
profitable world-leading vendor in their vertical. 
Prior to that, Michael was the VP of Marketing at 
AMC and rebuilt their entire marketing architec-
ture, bringing in strong revenue figures that the 
firm has’t seen in decades. Michael studied at 
Harvard Business School, at Bar Ilan University 
for his MBA & Lander College for his BS degrees in 
Marketing and Business Management.

IOT SECURITY
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chers for defense, the towers built into the corners of the wall provid-
ed a good lookout so attackers could be spotted early. Compare that 
to individual houses, which usually don’t have any of these measures 
– or only a few and inferior at that, too. 

ENSURING DATA PROTECTION

Transfer that concept to the cloud and you will see the similarities 
immediately. Of course, a city full of houses is a much more attractive 
target than a single house, therefore drawing more attackers. Never-
theless, the fee you and every other houseowner pays to the cloud 
provider will, figuratively speaking, buy all these archers, weapons 
and walls. Something you cannot expect to afford, let alone staff, if 
you’re just defending your house. 

First, though, the famous quote that needs to stand at the beginning 
of every explanation of something related with the cloud. “It’s not a 
cloud, it’s just someone else’s computer”. Obviously, in this context 
this quote is completely out of context.

Secondly, I mentioned that there are two kinds of cloud security. 
Both can be defined by very different questions. The first one – to 
take the quote from above – by the question: “Why should someone 
else’s computer be more secure than mine?” Let’s answer this ques-
tion first, shall we? Hence – imagine a medieval city. 

Until the invention of firearms, more specifically canons, big walls 
with moats and drawbridges were used to protect cities and villages 
from intruders. And rightly so. The walls could be manned with ar-

CLOUD SECURITY

How a Medieval City can  
Explain Cloud Security 
The concept of Zero Trust is often explained with the analogy of a castle.  

Surprisingly, going back to the medieval age can also explain some other cybersecurity 
concepts. Cloud Security, for example. Not only that, there are actually two kinds of cloud 

security, and both can be explained using the analogy of a medieval city or village.  
Let’s do the time warp (again). 

AUTHOR: PATRICK BOCH  .  PHOTO: ESTT
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The second usage of the term cloud security usually refers to ensur-
ing the safety of the data to the cloud. Actually, a solution to ensure 
this was usually called a “cloud security access broker (CASB)”, but 
apparently this was too much of a niche, which is why Gartner coined 
a new term “SASE” which gives companies providing such a solution 
the feeling they’re not operating in a small niche. Maybe the true 
background was that they could not find enough CASBs to justify an 
entire market, so they pulled VPN and network security providers 
into it, you never know. 

In any case, the concept can also be explained by the medieval city. 
We’ve just established that the cloud provider can be compared to a 
medieval city. The problem is that employees still need to enter that 
medieval city, and as a company you want to make sure that they are 
not carrying something malicious into the city or something secret 
out of it. Hence, you have guards searching the employees at the en-
trance of the cloud (CASBs), plus you ensure that employees only 
have access to certain areas of the city (Zero Trust). In addition, your 
streets are secured by more guards (network security) and only spe-
cific streets can be used to enter the city in the first place (VPN). And 
even when an employee owns a house in the city (e.g. they also have 
a dropbox account, as the company they work for does), that “cloud 
security” ensures that they would have to leave the city first before 
they can enter their own house or at least are guarded on the way 
from the company mansion to their own house. 

IT’S NOT A CLOUD

As you can see, the medieval city goes a long way explaining cloud 
security. Even beyond security, it can explain different “variants” of 
the cloud. You might have heard of the distinction between a public 
and a private cloud for example. Don’t know what that is? Well, a 

public cloud in this scenario is where one provider builds (and owns) 
all the houses, which are standardized, i.e. every house looks essen-
tially the same. As a customer (or tenant) of the house, you don’t re-
ally need to take care of anything, just live in it. In a private cloud, you 
will “just” get a place in the city and essentially build your house your-
self. You still have all the benefits of the city (walls, public services, 
etc.), though. 

I’m sure there are other cloud concepts which could be mapped to 
the analogy of that medieval city. In any case, if you do have to ex-
plain cloud security to anyone, be that during a presentation or at a 
cocktail party, you can start with the quote: “It’s not a cloud, it’s a me-
dieval city.” 
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puting to secure virtual private networks (VPN), software develop-
ment kits (SDK), and software-defined wide area networks (SD-WAN). 
Of the three SD-WAN is closer to reality with Vodafone Business, Soft-
bank Mobile, and Mt. Sinai Health System as a few of their public ac-
tive customers.

PREPARING FOR THE QUANTUM FUTURE

Closer to reality is Quantiniuum which was formed through a merger 
of Honeywell’s quantum hardware division and Cambridge Quan-
tum, an independent quantum computing company, based in Cam-
bridge, England. According to Duncan Jones, the company’s head of 
cybersecurity, the new company merges Honewell’s quantum com-
puting hardware with the Cambridge companies software and is 
solely focused on producing secure cryptographic encryption that 
cannot be broken.

That’s a very big deal. Hostile nation-states might be close to creating 
a quantum computer that can break AES 256-bit encryption, the 

Personal identity information (PII) management is made easier in the 
cloud. However, as everyone from users to multinational corpora-
tions standardize its usage, PII is more vulnerable than ever. Stopping 
the collection of PII by corporations and organizations is not an op-
tion, though many would like it to be. The data is just too important 
to commerce worldwide. Managing it internally is complicated by 
the lack of competent personnel, limitations on budget, and just not 
knowing what the first step to take should be. Dealing with that vul-
nerability is complicated and obtuse as “solutions” abound, but it 
can be broken down into two levels: personal and corporate.

Some corporations are considering macro options involving quan-
tum computing, artificial intelligence (AI), and blockchain technolo-
gies. Early in 2022, Alphabet and Honeywell spun off divisions in 
these areas as separate companies: Quantiniuum on the Honeywell 
side and SandboxAQ from Alphabet.

Sandbox AQ is currently building products and seeking funding be-
yond Alphabet in the process, but their focus is using quantum com-

Blocking the  
Path of Least Resistance

How and which technologies protect your personal data
AUTHOR: LOU COVEY  .  PHOTO: FERNANDO ARCOS



14
CYBER PROTECTION MAGAZINE  #2 . 2022

CLOUD SECURITY

give users the right to require companies to secure PII or eliminate it 
altogether. That brings an entirely different wrinkle to the problem, 
because failing to do so can result in lawsuits, heavy fines and crimi-
nal prosecution in most jurisdictions. Luckily there are solutions for 
that as well.

On the very personal level, there is DeleteMe. This service, available 
for about $130 a year, will search through every company that has 
collected personal information about you and request they delete 
that information from their servers. This comes in handy when 
talking about the EU’s GDPR and California’s CCPA, both of which re-
quire users to contact companies directly to remove information, re-
gardless of whether the user approved the collection. The service is 
particularly focused on schools and universities to protect not only 
students by faculty and staff.

While that saves time for the user, making sure a company actually 
deletes that information is more difficult. Donnelly Financial Solu-

tions, Inc. (DFIN) resolves that prob-
lem by searching through all systems 
and devices within a network and 
deleting specific records as needed.

HUMAN ERROR  
TRUMPS SECURITY

In the end, however, human error al-
ways trumps security technology. In 
any corporate network that allows 
employees to use their own devices, 
the potential for introducing mal-
ware is high. Work-from-home 
makes the potential even worse. 
Good Access, located in the Czech 
Republic (Chechia) provides a Cloud 
VPN service that will mask the net-
work from unauthorized users. Ac-

cording to the vice president of marketing, Artur Kane, “We lower the 
risk in terms of narrowing the security or the size of the entire envi-
ronment where actors can carry out their operations.” 

While none of the above is a perfect solution, the name of the game 
is making data breaches more difficult because the hackers prefer 
the path of least resistance. 

strongest encryption standard commercially available today. Ac-
cording to Taher Elgamal, Chief Technology Officer of Security at 
Salesforce since 2013 and an advisor to Sandbox AQ, that level of 
encryption is still safe because no one has created a quantum com-
puter strong enough to break it. In fact, the previous level of encryp-
tion, AES 128-bit, has yet to be broken. That doesn’t mean, however, 
that it is safe.

“If you record encrypted communications and just sit on it for a while 
until the quantum computer arrives, you can actually decrypt it and 
find out what was said 10 or 15 years ago,” Elgamal said. “A 15-year-
old credit card number is not important, but health information and 
intellectual property is very valuable. So there’s a move in the indus-
try to try to get prepared for the arrival of this before it actually ar-
rives.”

The work being done by Quantiniuum, which does not compete at 
all with SandboxAQ Elgamal stated, is extremely important to pre-
pare for that day when that hard-
ware exists. The fact that someone is 
creating a cyber defense against a 
future cyber threat is unique and 
comforting.

Jones said his company is not just 
focused on quantum encryption, 
but can now use quantum comput-
ers to produce 128- and 256-bit keys 
today. “We’ve been able to isolate 
quantum behavior that we want to 
measure, and use it to create cryp-
tographic keys,” he claimed.

Blockchain technology is the focus 
of Ironweave from startup Upheaval. 
Rather than focus on encryption, the 
company relies on obscuring PII by 
breaking it up in in parallel chains so the data is only available in part 
to those with access to the chain. Then you have Anonybit, a startup 
that does something similar, but without blockchain, by decentraliz-
ing biometric data into anonymous bits (hence the name of the com-
pany). 

All these technologies protect data stored (at rest) or in transit, but 
they may not be the best protection for data when it is use. That’s 
where companies, like Anjuna, come into play. Steven Van Lare, vice 
president of engineering, says their technology solves that problem 
by creating data enclaves, usually reserved for private cloud systems, 
and applies it to public cloud systems. Van Lare says financial institu-
tions, in particular, have been leery of adopting public cloud struc-
tures specifically because their data is constantly in use. “Anjuna sets 
up a barrier between the infrastructure and the applications using 
the data allowing access only to authorized users.”

POWER TO THE USER

All the above place the responsibility on the repositories of PII in cor-
porate databases, completely without participation of the user. Pri-
vacy laws in the United States and the European Union, however, 
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“Having a cyber 
defense against a 

future cyber 
threat is unique 

and comforting.”
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➔  24x7x365 monitoring of their network, endpoint, application and 
cloud infrastructures with US-badged employees & real estate.

➔  They have a vulnerability scanning and penetration testing ca-
dence.

➔  They have enabled multifactor authentication and encryption for 
data at rest, in transit, or in use

➔  They have implemented a security awareness program for their 
staff.

These steps will help them keep you and your information safer. SOC 
2, HITRUST, and various other compliance certifications are very 
good signs of a managed service provider‘s culture and security pos-
ture. 

ESTABLISH A SECURITY CULTURE

Making sure that having your own third-party policy and procedure is 
key. Form a committee to help create an unbiased culture for both 
choosing and managing your third parties.

A very old saying in IT is that it takes „people, process and technolo-
gy“ to prevent and solve security problems. In the modern cyber-
world, this is just not enough. Businesses and humans are fallible 
even on their best days. Building a security-conscious first „Culture“ 
for your organization and associated 3rd parties is what ultimately is 
required. SB 3600 is an absolute step in the right direction and helps 
to give some uniformity to the daunting challenge of choosing and 
managing your managed service providers. 

As an incident responder, I have found that third-party oversight of 
managed service providers has always been one of the most over-
looked vulnerabilities. Thanks to guidance from frameworks such as 
NIST and the CIS 18, we are starting to have a more cohesive ap-
proach to achieving best practices when building our security pro-
grams. What I find „out in the wild“ is that organizations have a gap-
ing hole when it comes to both the third-party assessment process 
and oversight. That we are only as secure as our weakest link is very 
scary, but a reality. Managed service providers top the list of third-par-
ty providers that can both help to reduce our risk, or increase our 
exposure.

Looking at our managed service provider as the group that we count 
on to bail us out of any trouble that we get ourselves into has proved 
to be a naïve and punishing stance. SB 3600 takes a unified approach 
to locking down these providers and holding them to a standard. 
While this regulation is certainly not the Holy Grail it is a good founda-
tional starting point for the US and the protection of our information. 
Third-party providers have not only been targeted by criminal hack-
ing organizations, they have been compromised and involved in the 
largest data breaches we have ever seen. There is more to come, 
more crypto to be had by nation-states and other „protected“ crimi-
nal hacking organizations.

KEY SECURITY COMPONENTS

When evaluating a managed service provider you are looking for 
proof that they are protecting the confidentiality, integrity, and avail-
ability of your data. Their security practices should be both proactive 
and defensible, with available and validated documentation for you 
to access. 

Here are some key security program components to look for in a 
managed service provider:

➔  They have performed a current risk assessment and received a 
risk rating.

➔  They have an up to date and rehearsed incident response plan.

Choosing Suppliers to Pass 
Government Mandates

Until recently, there were no government mandates, in any country, for the certification  
of managed services for cybersecurity. Updates to the NIS directives for the EU this year 
changed that, now third-party managed services must meet minimum requirements for 

certification. The US is catching up with the unanimous passage of SB 3600, which includes 
certification requirements for third-party service providers in Government and Infrastruc-

ture applications. This article will outline what you should be looking for in a managed 
service provider.

AUTHOR: JOHN FLORY
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WHY ARE ORGANIZATIONS SLOW TO ADOPT MFA?

Unfortunately the same attitude exists in the workplace, with enter-
prise MFA adoption still low. Organizations often believe common 
MFA myths, seeing MFA as a tool only for:

➔  The largest organizations, or
➔  The most privileged of accounts: Windows local administrator ac-

counts, domain admin accounts, Active Directory service ac-
counts, and anything that has rule over a major part of the net-
work environment. 

Outside of work, most people ignore the option of two-factor au-
thentication (2FA), or are reluctant to enroll in 2FA for a few common 
reasons: misplaced confidence in passwords, frustration or confu-
sion about setup, or pure laziness. Less than 10% of Google accounts 
have two-factor authentication enabled, and only about 12% of 
Americans use password managers. 

This has driven many tech giants to make MFA mandatory: Sales-
force now requires MFA, Google is gradually making 2FA mandatory 
for all users,  and Amazon.com Inc.’s Ring made 2FA mandatory in 
2020. 

Protecting All Users  
is What’s Next for MFA

As global cyber security risks abound, multi-factor authentication (MFA) is one of the  
most effective ways to protect access and prevent breaches. While MFA has gained  
momentum over the past two years, it’s still not in widespread use. Why? For MFA  

adoption to really take off, organizations need to understand the real value of MFA and 
how to effectively implement it.

AUTHOR: FRANÇOIS AMIGORENA  .  PHOTO: IS DECISIONS
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least privilege strategy is to monitor the use of priv-
ileged accounts.

THE KEY: MONITORING ALL ACCOUNT ACCESS

Privileged Access Management (PAM) is viable for 
monitoring truly privileged accounts, like Active Di-
rectory administrator accounts. But it doesn’t 
serve the purpose of monitoring activity for every 
user in the organization. And one pivotal point of 
access provides organizations with crystal clear in-
dicators that an account is either being properly 
used or has been compromised: the logon.

APPLY MFA TO ALL ACCOUNTS

For the modern organization, the real value of MFA 
is in protecting any account with access to critical 
data, applications, and systems. And since every 
user has attributed access rights and privileges, all 
users are some sort of privileged user. 

TIPS FOR DEPLOYING MFA

Preparation is key! Applying MFA to all users demands more plan-
ning than if you apply MFA to only privileged accounts. Whatever the 
size of your company, here are six key points to remember before you 
deploy MFA: 

➔  Securing logins significantly improves your security stance
➔  MFA is not just for privileged users
➔  MFA doesn’t have to be frustrating for IT departments
➔  MFA must balance user security and user productivity
➔  Educate and empower your users to support MFA
➔  Management commitment and buy-in is key

UNLEASH THE TRUE VALUE OF MFA

MFA mandates from tech giants may encourage some organizations 
to adopt MFA, but truly increasing MFA adoption requires a more fun-
damental shift in the organization’s security posture. The more orga-
nizations understand the value of applying principles of least privi-
lege and privileged account management to all accounts, the more 
they will understand the advantage of securing logins across all us-
ers. Organizations will put more effort into finding a balance between 
employee productivity and security. And when they do, get ready to 
see the demand for granular, customizable MFA explode.  

But MFA is equally important for both small and large organizations. 
No matter the size of your organization, your data is equally sensitive, 
and should be equally well protected. Whether or not MFA should be 
only for the most privileged accounts merits a closer look.

TO RAISE MFA ADOPTION RATES,  
TAKE A FRESH LOOK AT SECURITY

Let’s start with a look at the security approach behind the idea of 
“privileged accounts.” Securing the login is the first step to make priv-
ileged access management (PAM) work. Each organization has a dif-
ferent balance, but you’ll reduce risks by extending security as far 
down the “non-privileged” path as possible.

In the old-school, perimeter-based security approach, we didn’t talk 
as much about the security of the “average” user account. But thanks 
to factors like the en-masse shift to remote work, and many organiza-
tions’ rapid transition to a hybrid environment spanning both the 
corporate network and the cloud, the focus has changed. 

THE PRINCIPLE OF LEAST PRIVILEGE IS  
MORE RELEVANT THAN EVER

The principle of least privilege – the practice of limiting user access to 
only sets of data, applications and systems that they absolutely need 
– has been around for years (Microsoft wrote about it in 1999). And 
because the threats of attack today are even greater, least privilege is 
more pertinent than ever to an organization’s security strategy:

➔  External attacks leverage user accounts to gain control over end-
points, to move laterally within the network and, ultimately, to 
acquire targeted access to valuable data.

➔  Insiders leverage their own granted access or other compromised 
accounts to leverage data and applications for malicious purposes.

See, least privilege isn’t actually about privilege. It’s about compro-
mised use of a “privileged” account. So, one of the key aspects of a 
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time and another chaotic situation, especially for unprepared orga-
nizations. 
 

RETHINKING THE STRATEGY

These events showed the existing strategies within many SAP de-
partments are inadequate to counter severe vulnerabilities. Organi-
zations must establish a proactive response to zero day attacks and 
exploitation to prevent chaotic and unorganized responses.  This re-
quires a long lasting and sustainable security posture resilient against 
unknown vulnerabilities, accepting that the existing strategy is insuf-
ficient.  

In general, step one is allocating appropriate budgets. Cybersecurity 
is not a project. It is a program and requires continuous investment 
fostering resiliency. Step two is assuming vulnerabilities exist and will 
be exploited. Organizations should therefore reduce the level of trust 

First the teams investigated the usage of impacted components. 
They then focused on remediation on a case-to-case basis. Coming 
at Christmas, when teams usually have a chance to relax, many IT 
employees were stressed, eyes were bloodshot and sleepless nights 
and weekend work was needed to get the situation under control. 

To make things worse, shortly after the news about Log4j broke, SAP 
confirmed  that their product portfolio was also impacted and the 
customers had to wait for specific patches. The patches, when avail-
able, had to be imported with highest priority, leading to unplanned 
downtime and potential financial losses. Even a planned downtime 
for the installation of a security update is difficult to defend. 

Just when the furor over Log4j settled down, SAP informed custom-
ers on February 8, 2022 of another critical vulnerability in SAP Gate-
ways and Internet Communication Manager (ICM). Installing the 
patch for the vulnerability, named ICMAD, demanded another down-

Controlling the  
SAP Attack Surface

The Log4j and ICMAD experience
Information security teams, including SAP customers, struggled with the Log4j vulnerability 

when it was revealed in December 2021. Log4j was not easy to fix. 
AUTHOR: CHRISTOPH NAGY  .  PHOTO: STYLE-PHOTOGRAPHY
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necessary that IT landscapes are constantly changing. It is no longer 
sufficient to check the system security only once a quarter. Every de-
viation from the established standard should be detected in real- 
time. Furthermore, a process must be established to ensure that the 
deviation can be corrected quickly.

SOLUTION

An organization cannot rely on the producer of a software solution. 
Serious vulnerabilities could become public at any time. Reflect this 
understanding with an appropriate action plan. 

It is not enough to know the vulnerabilities or exploitation technics 
on everyone’s lips at the moment. Create an eye of calm in the storm 
around you. Let others panic. The SecurityBridge Platform helps SAP 
customers to establish this process in an easy and resource-saving 
way. 

granted to the business-critical enterprise applications. Three, an in-
ventory needs to be created, sorting the existing software applica-
tions based on enterprise risk metrics. Not surprisingly, SAP applica-
tions are listed amongst the top 10 of this list.   

Four, besides implementing and maintaining traditional security, 
such as network-segmentation virus scanning and client monitoring, 
an application specific security program needs to be created. Many 
organizations refrain from application-specific initiatives as it re-
quires expert personnel and standardized interfaces to established 
cyber security frameworks (NIST CSF, MITRE) and Security Informa-
tion Event Management (SIEM) do not exist. However, it is of utmost 
importance that a multi-layered se-
curity approach is implemented to 
provide enough coverage and in-
sight to allow timely detection and 
adequate response. Bringing in that 
knowledge should be part of any 
budgetary framework.

WHAT EXPERTISE IS NEEDED?

Organizations need to have a 
multi-dimensional plan to foster the 
cybersecurity posture. The follow-
ing areas need to adhere to innova-
tive methodologies continuously 
revisited and optimized.

Monitoring  If you accept the exis-
tence of zero days in your technolo-
gy stack, monitoring is helpful in detecting the effects of misuse. 
Transparent monitoring of malicious actions enables timely threat 
detection and increases the ability to respond with precision to pre-
vent significant damage to the business.

Security Hardening  Many organizations need to understand the 
attack surface in spite of application complexity to implement effi-
cient security hardening, Combined with regular assessment organi-
zations can achieve a steady optimization of their cyber resilience. 
With every change applied (e.g. the creation of new RFC Destination 
(SM59)) the security impact needs to be questioned. This area also 
needed to be continuously improved to reflect the rapidly changing 
attack landscape.

Regular assessments  Regular and continuous assessments will 
discover deviation from the security hardening guidelines and are 
eeded to retain the desired level of protection. In today’s world, it is 
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uments, since they are usually auto-generated, should be checked 
for common mistakes and non-best practices. An API security startup 
has made it possible to upload your OpenAPI spec file in JSON for-
mat through an easy-to-use online widget and get immediate results 
for free! (https://youtu.be/gtu4x2xp-y0)

There are many ways to attack API security. Some of the most com-
mon are SQL injection and cross-site scripting (XSS). Let’s have a look 
into each of those types of attacks and how you can prevent them.

SQL Injection An SQL injection is a type of API security attack which 
targets databases. It works by the attacker inserting malicious code 
into an SQL statement in order to gain access to data or to alter it for 
their own purposes. 

Cross Site Scripting (XSS) XSS is a similar type of attack, but instead 
of injecting malicious code into a database, XSS targets a web page 
or web application in order to steal user data or hijack their session. 
This is particularly dangerous since the user might be tricked into 
revealing sensitive information.

As can be seen from the examples above, API security is a critical is-
sue for SMBs and enterprises that expose their APIs. Attacks on APIs 
can lead to data breaches, loss of customer trust, and reputation 
damage. Therefore, it is important to understand that these attacks 
can be prevented and mitigated.

Of course, depending on the specific details of the attack, there are 
various ways of mitigating the attack. However, some important 
ones that work for any attack and protect your APIs better are:

Using encryption and authentication measures  A common way is 
to use HTTPS with SSL/TLS. This will protect all communication be-
tween the client and the server. You can also use a digital certificate 
to prove that the server is who it says it is.

GOOD API DOCUMENTATION 

To make sure that your API is well-documented, you can use au-
to-generated documentation tools, write clear and concise com-
ments in your source code, or use a consistent name for your API el-
ements. Good documentation will also ensure that developers 
understand how to properly use it. As a result, the risk of an attack 
that happens due to a misconfiguration will also be significantly re-
duced.

A good API documentation standard is the OpenAPI specification 
(3+) standard. It has both YAML and JSON representations, which 
means that machines can easily read and process them. Those doc-

A more secure API visibility 
In the days of apps, web services, and the cloud, where information and data are shared 

among many individual applications, APIs represent the building blocks. Without APIs, most 
company processes, especially across company borders, would not function properly. It’s 

therefore not a surprise that cyber criminals have identified APIs as one of the most lucrative 
targets when it comes to retrieving sensitive information. In an API security attack, the ob-

jective is mostly to exploit it for data or other malicious purposes.
AUTHOR: CHAIM PEER  .  PHOTO: KARL ABUID
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CONCLUSION

As you can see, though APIs are increasingly attacked by cybercrimi-
nals, it’s pretty straightforward to prevent those attacks. Or at least, 
make it as difficult as possible for the attacker. If you follow some basic 
principles in designing your API, both for general development and, 
most importantly, for some basic cybersecurity hygiene, you will go a 
long way in protecting your APIs. An online tool like the widget men-
tioned above will give you even better security. We do recommend 
establishing solutions for business logic security testing in your devel-
opment to ensure a smooth integration into your development pro-
cesses. Besides that added layer of security, this will also make it easy 
for your developers to design their APIs securely right from the start—
which, after all, is the best protection you can get. 

A CLEAR PICTURE OF YOUR API

You can’t protect what you can’t see! A 
common API vulnerability is „zombie 
endpoints,“ which are endpoints that 
are no longer maintained or support-
ed by the original provider. As a result, 
these APIs are often unreliable, outdat-
ed, and difficult to use.

That’s why the first step in protecting 
your API should be getting visibility 
into it. For that purpose, you can use 
several different tools, but we’ll recom-
mend BLST’s tool again. It takes in 
your HTTP logs and presents you with 
a map of your API in a nice and com-
fortable way, so you can understand it 
better and find things that don’t follow 
your expectations. Example:

Monitoring your API for suspicious activity 
1. Use a web application firewall (WAF) to monitor traffic and identify 
suspicious requests. However, be aware that WAFs require ongoing 
maintenance and regular updates.
2. Use an API security service to collect and analyze your logs for 
anomalous activity. These kinds of services usually offer a whole 
range of benefits, like monitoring your sensitive data, helping with 
the OpenAPI spec, and gaining visibility into your API. There are sev-
eral key vendors in this field, including noname, salt, which are the 
mainstream API security solutions, and the new up and comer, BLST 
security, which focuses on protecting the business logic (core logic) 
of the API.

Responding quickly to any incidents Cybersecurity is not only 
about detecting and identifying weaknesses and risks. Every organi-
zation needs to have a plan for what to do in the event of an attack. 
This is also true for API attacks. Make sure you have a well-defined 
process in place to react to an incident.

Implementing rate limiting to prevent excessive or abusive re-
quests A good rate-limiting strategy for your API will depend on its 
specific needs and usage patterns. However, some common 
rate-limiting strategies include limiting the number of requests that 
can be made per unit of time, or per unit of data (e.g., per MB).

Regular testing You should test your API regularly for vulnerabilities. 
Developers need to take care to properly check all user input before 
using it in any application logic. You also need to properly control 
request volumes to prevent denial of service attacks and exercise 
caution when designing APIs to avoid exposing private or confiden-
tial company data. Check your system with penetration testing tools 
to see if there are any holes in it, and fix them as soon as possible.

Keep up to date with the latest security threats and updates. There 
may be new exploits or vulnerabilities that could harm your API. 
Make sure you know about them and always check to make sure that 
user input comes from a trusted source before taking any action 
based on that input.

ENTERPRISE SECURITY

CHAIM PEER
Chaim Peer - CEO at BLST Security, previously 
served as the head of a cybersecurity team in the 
Intelligence Corps in the Israeli Army, Chaim 
worked as a security architect of a virtual bank in 
Europe.
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Germany’s Leading  
Cloud & Cybersecurity  

Technology Event

Welcome to Cloud Expo Europe  
Frankfurt here at Messe Frankfurt. 
Cloud Expo brings together cloud 
innovators, technologists, and busi-
ness leaders, to help them shape their 
future and deliver successful digital 
transformation.

WHAT TO EXPECT

Here at Cloud Expo Europe Frankfurt you will meet 300 industry lead-
ing suppliers showcasing the latest technologies within the cloud & 
cyber security industry. Surround yourself with 10,000 like-minded 
professionals across the technology industry and find many valu-
able networking opportunities. Enjoy an unrivalled two-day confer-
ence programme of thought-provoking panel discussions, inspira-
tional keynotes and practical insight sessions from 300 speakers.

CYBER SECURITY ZONE

With two theatres dedicated to Cyber Security content over the com-
ing two days, the Cyber Security Zone offers an unrivalled platform 
for business leaders and IT professionals to learn how to protect their 
digital infrastructure.

CLOUD EXPO
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Securing Applications from Vulnerabilities with Zero Trust. 
Presented by Ben Jenkins, Director of Cybersecurity - ThreatLocker
11 May 2022 | 10:05 - 10:25 | Cyber Security Theatre II
In order to protect against the evolving threat landscape, we must 
change the way in which we protect our data against vulnerabilities. 
To adapt, organizations are operating within the framework that no 
user, network, or device can be trusted by default until proven other-
wise. Join ThreatLocker’s Director of Cybersecurity, Ben Jenkins, as 
he discusses how to secure applications from vulnerabilities using a 
Zero Trust model.

Cultural Change and Audi’s journey to cloud native security. 
Presented by Sebastian Kister, Product Team Lead - Audi AG
11 May 2022 | 11:20 - 11:40 | Cyber Security Theatre II
The Aqua Platform provides prevention, detection, and response au-
tomation across the entire application lifecycle to secure the build, 
secure cloud infrastructure and secure running workloads wherever 
they are deployed. Aqua customers are among the world’s largest 
enterprises in financial services, software, media, manufacturing and 
retail, with implementations across a broad range of cloud providers 
and modern technology stacks spanning containers, serverless func-
tions, and cloud VMs. 

CYBER SECURITY THEATRE HIGHLIGHTS

Profiling Hackers – The Psychology of Cybercrime. 
Presented by Mark T. Hofmann, Crime- & Intelligence Analyst, 
Speaker and Lecturer for Behavioral- & Cyber-Profiling
11 May 2022 | 10:30 – 11:15 | Cyber Security Theatre I
What motivates hackers? What are the latest Social Engineering tech-
niques, used by Cybercriminals? How can you become a “human 
firewall”? More than 90% of Cybersecurity breaches are caused by 
human error, – humans are clearly the weakest link. But something 
can be done about it. Mark T. Hofmann is one of the most booked 
Cybersecurity-Speakers in his field. He takes you on a journey into 
the mind of the perpetrator. He has met and anonymously inter-
viewed hackers, – including individuals whose acts remain undiscov-
ered to this day. Get a rare glimpse into the Psychology of Cybercrime 
from one of the best-known Profiling-Experts. Apart from the techni-
cal aspects, he focuses on the human factor and detecting Social 
Engineering. He informs, inspires, creates awareness, and shows, 
how you can become a human firewall.

CLOUD EXPO



Every 11 seconds a hacker 
falls in love with your data*

Protect your data
https://cyberprotection-magazine.com

*According to cybersecurity ventures


